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Membership-Mappings for Practical Secure
Distributed Deep Learning

Mohit Kumar, Weiping Zhang, Lukas Fischer, and Bernhard Freudenthaler

Abstract—This study leverages the data representation capa-
bility of fuzzy based membership-mappings for practical secure
distributed deep learning using fully homomorphic encryption.
The impracticality issue of secure machine (deep) learning
with fully homomorphic encrypted data, arising from large
computational overhead, is addressed via applying fuzzy at-
tributes. Fuzzy attributes are induced by globally convergent
and robust variational membership-mappings based local deep
models. Fuzzy attributes combine the local deep models in a
robust and flexible manner such that the global model can
be evaluated homomorphically in an efficient manner using a
boolean circuit composed of bootstrapped binary gates. The
proposed method, while preserving privacy in a distributed
learning scenario, remains accurate, practical, and scalable. The
method is evaluated through numerous experiments including
demonstrations through MNIST dataset and Freiburg Groceries
Dataset. Further, a biomedical application related to mental stress
detection on individuals is considered.

Index Terms—Membership-mappings, fully homomorphic en-
cryption, fuzzy attributes, distributed deep learning, privacy.

I. INTRODUCTION

ULLY homomorphic encryption (FHE) is a solution to

the privacy concerns in the cloud computing scenario.
The first FHE scheme [1] is based on ideal lattices and the
bootstrapping procedure is introduced to reduce the noise
contained in a ciphertext for allowing arbitrary computations.
The bootstrapping operation is performed on a ciphertext via
evaluating the decryption function homomorphically using the
bootstrapping key (which is the encryption of the private de-
cryption key under the public encryption key). Bootstrapping
is the computationally most expensive part of a homomorphic
encryption scheme. The theoretical breakthrough of [1] was
followed by several attempts to develop more practical FHE
schemes. The scheme introduced in [2] uses only elementary
modulo arithmetic and is homomorphic with regard to both
addition and multiplication. This scheme was improved in
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[3] with reduced public key size, extended in [4] to sup-
port encrypting and homomorphically processing a vector of
plaintexts as a single ciphertext, and generalized to non-binary
messages in [5]. Schemes based on a different hard problem,
referred to as Learning With Errors (LWE) problem [6], were
constructed and many current schemes still rely on LWE or
its variants. A FHE scheme constructed in [7] is based solely
on the standard LWE assumption that is known to be at
least as hard as solving hard problems in general lattices.
In a variant of the LWE problem, called ring learning with
errors problem (RLWE) problem, the algebraic structure of
the underlying hard problem reduces the key sizes and speeds
up the homomorphic operations. A leveled fully homomor-
phic encryption scheme based on LWE or RLWE, without
bootstrapping procedure, was proposed in [8]. The ciphertexts
contain a certain amount of noise for security purposes that
grows with homomorphic operations. For a better management
of the noise growth, [8] introduced a modulus switching
technique where a complete ladder of moduli is used for
scaling down the ciphertext to the next modulus after each
multiplication. A tensoring technique for LWE-based FHE
that reduced ciphertext noise growth after multiplication from
quadratic to linear was introduced in [9]. As the scheme
of [9] does no longer require the rescaling of the ciphertext,
this scheme was called a scale-invariant fully homomorphic
encryption scheme. An RLWE version of the scale-invariant
scheme of [9] was created in [10]. A technique for building
LWE based FHE scheme called as approximate eigenvector
method in which homomorphic addition and multiplication
are just matrix addition and multiplication was proposed
in [11]. The essence of this scheme is that the secret key
is an approximate eigenvector of the ciphertext matrix and
the message is the corresponding eigenvalue. Several works
that followed the theoretical breakthrough of [1] were aimed
at improving the bootstrapping as the bootstrapping remained
the bottleneck for an efficient FHE in practice. A much faster
bootstrapping, based on a scheme similar to the type of [11]
that allows to homomorphically compute simple bit operations
and refresh (bootstrap) the resulting output in less than a
second, was devised in [12]. Finally, the TFHE scheme was
proposed in [13], [14] that features an improved bootstrapping
procedure that is considerably more efficient than the previous
state of the art. The TFHE scheme generalizes previous
structures and schemes over the torus (i.e., the reals modulo
1) and improves the bootstrapping dramatically. For practical
applications, TFHE is an open-source C/C++ library [15]
implementing the ring-variant of [11] together with the op-
timizations of [12]-[14]. TFHE library implements a very
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fast gate-by-gate bootstrapping and supports the homomorphic
evaluation of the binary gates. The library allows to evaluate
homomorphically an arbitrary boolean circuit composed of
binary gates without restriction on the number of gates or
on their composition, over encrypted data, without decrypting.
However, the bootstrapped bit operations are still several times
slower than their plaintext equivalents.

The fuzzy systems’ capability of handling uncertainties in a
rigorous mathematical manner has motivated combining fuzzy
theory with deep models [16]-[20], [20]—-[23]. Deep neural
networks outperform classical machine learning techniques
in a wide range of applications but their training requires
a large amount of data. The issues, such as determining
the optimal model structure, requirement of large training
dataset, and iterative time-consuming nature of numerical
learning algorithms, are inherent to the neural networks based
parametric deep models. The nonparametric approach on the
other hand can be promising to address the issue of optimal
choice of model structure. However, an analytical solution
instead of iterative gradient-based numerical algorithms will
be still desired for the learning of deep models. These moti-
vations have led to the development of a nonparametric deep
model [24]-[26] that is learned analytically for representing
data points. The study in [24]-[26] introduces the concept of
fuzzy-mapping which is about representing mappings through
a fuzzy set such that the dimension of membership function
increases with an increasing data size. A relevant result is
that a deep autoencoder model formed via a composition of
finite number of nonparametric fuzzy-mappings can be learned
analytically via variational optimization technique. However,
[24]-[26] didn’t provide a formal mathematical framework for
the conceptualization of so-called fuzzy-mapping. The study
in [27] provides to fuzzy-mapping a measure-theoretic concep-
tualization and refers it to as membership-mapping. Further,
the membership-mapping could serve as the building block of
deep models [28]. An alternative idea of deep autoencoder,
that consists of layers such that each layer learns data repre-
sentation at certain abstraction level through a membership-
mappings based autoencoder, is introduced in [28] for data
representation learning.

The aim of this study is to develop a methodology for prac-
tical secure distributed deep learning using fully homomorphic
encryption. The machine (deep) learning with fully homomor-
phically encrypted data remains impractical due to the large
computational overhead. Thus, we address in this study the
impracticality issue of secure distributed deep learning via

1) leveraging data representation learning capability of
globally convergent and robust membership-mappings to
build local deep models,

2) using local deep models to induce fuzzy attributes such
that defined fuzzy attributes learn data representation,

3) combining local deep models in a robust and flexible
manner by means of fuzzy attributes and fuzzy rules to
define a global model,

4) defining the global model in such a way that the
global model can be evaluated homomorphically in an
efficient manner using a boolean circuit composed of
bootstrapped binary gates,

5) implementing very fast gate-by-gate bootstrapping to ho-
momorphically evaluate the global model (that combines
the distributed local models) to predict the output.

The proposed approach to secure distributed deep learning
is novel. To the best knowledge of the authors, this is the first
study to apply fuzzy attributes, which are induced by globally
convergent and robust variational membership-mappings based
local deep models, for an efficient homomorphic evaluation
of the global model. The idea of using fuzzy sets and fuzzy
rules to aggregate the local private deep models for building
the global model was also considered in [29], however, under
differential privacy framework. Differential privacy preserves
the privacy of the training dataset via adding random noise to
ensure that an adversary can not infer any single data instance
by observing model parameters or model outputs. The amount
of noise depends upon the value of privacy-loss bound. A
major limitation of the differential privacy is that a sufficiently
low value of privacy-loss bound results in a loss of accuracy.
Moreover, it is not clear how to practically choose the value
of privacy-loss bound. FHE approach on the other hand does
not lead to the loss of accuracy, however, requires a large
computational time.

The data representation learning capability of membership-
mappings is central to our methodology. Although [27] pro-
vided an algorithm for the variational learning of membership-
mappings via following the approach of [24]-[26], there
remains the following two limitations:

1) there is no mathematical proof regarding the conver-
gence of the learning algorithm, and

2) there is no mathematical analysis on the robustness of
the learning algorithm.

This study addresses these two limitations and presents a more
simple and elegant estimation algorithm for the variational
learning of membership-mappings. A convergence analysis
is carried out via deriving a sufficient condition for the
convergence of the estimation algorithm. The convergence
analysis allows to provide a globally convergent algorithm
for the variational learning of membership-mappings based
deep models. Further, it is shown that the learning algorithm
provides a robust estimation of model parameters via solving
a min-max estimation problem. The proposed method for
secure distributed deep learning is implemented using MAT-
LAB R2017b and TFHE C/C++ library [15]. Experiments
have been performed to evaluate the method (in-terms of
accuracy and computational time) on MNIST dataset, Freiburg
Groceries Dataset, and a biomedical dataset consisting of heart
rate interval measurements of different subjects. Further, the
scalability of the method as the number of parties participating
in collaborative learning increases is investigated.

The paper is organized into sections. Section II reviews the
membership-mappings from previous works. An estimation
algorithm for the variational learning of membership-mappings
is provided in Section III. The convergence and robustness
issues have been addressed in Section I'V. Section V considers
the application of membership-mappings to the secure dis-
tributed deep learning problem. The experimental validation of
the method is provided in Section VI. Finally, the concluding



remarks are stated in Section VII.

This section is dedicated to the review of variational

II. REVIEW OF MEMBERSHIP-MAPPINGS

membership-mappings from previous works [27], [28].

A. Notations and Definitions

Let n, N,p, M € N.

Let B(RY) denote the Borel c—algebra on RY, and let

AN denote the Lebesgue measure on B(RY).

Let (X, A, p) be a probability space with unknown prob-

ability measure p.

Let us denote by S the set of finite samples of data points

drawn i.i.d. from p, i.e.,

S:={(z" ~p)}L, | N e N}. (1)
For a sequence x = (z!,--- ,2V) € S, let [x| denote the
cardinality i.e. |[x| = N.
If x=(zt, - ,2V), a=(a',---,aM) € S, then x A a
denotes the concatenation of the sequences x and a, i.e.,
xAa=(z!,..., 2N al, ... a™).

Let us denote by F(X) the set of A-B(R) measurable

functions f : X — R, i.e.,

F(X):={f: X - R]| fis A-B(R) measurable}.(2)

For convenience, the values of a function f € F(X) at

1

points in the collection x = (2!, --- V) are represented

as f(x) = (f(z'),, f(=™)).

Given two B(RY) — B(R) measurable mappings, g :
RY — Rand i : RY — R, the weighted average of g(y)
over all y € RY, with p(y) as the weighting function, is

computed as

(9) -

we S~ w(y) dAN (y)

[, a5 XV ().

For a sequence x € S, assume that a membership function

G s RI¥I — [0, 1] satisfies the following properties:
- Gly) >0 forall y e R ie.,

supp[¢y] = R,

3)

“

— the functions (x are absolutely continuous and

Lebesgue integrable over the whole domain such that

for all x € S we have

0< G dAX < 0.
RIxI

5)

— the membership function induced probability mea-

sures P¢_, defined on any A € B(RX), as

., L x|
PCx(A) = fR‘x‘ Cx d/\‘x| ACX d\

are consistent in the sense that for all x, a € S:

Pe, . (A x Rl =P, (A).

(6)

)

The collection of membership functions satisfying afore-

mentioned assumptions is denoted by

0 :={¢:RF = [0,1] | (4),(5),(7), x e S}.

®)

Definition 1 (Student-t Membership-Mapping [27]): A
Student-t membership-mapping, F € F(X), is a mapping with
input space X = R"™ and a membership function (, € © that
is Student-t like:

vt x|
1 T z
G) = {1+ ——-—my) K (y-my) ©)

v—2

where x € S, y € R¥ v € R, \ [0,2] is the degrees of
freedom, my € RI*l is the mean vector, and K € RIxIx x|
is the covariance matrix with its (¢, j)—th element given as

(Kxx)ij = kr(xi, :vj) (10)

where kr : R™ x R™ — R is a positive definite kernel function

defined as
2
(11)

is the variance

n
kr(z®, 27) = 0% exp <—O.5Zwk ‘:c?e — xfc
k=1

where 2% is the k—th element of z‘, o

parameter, and wy, > 0 (for k € {1,--- ,n}).

B. Conditionally Deep Autoencoders

This subsection reviews the conditionally deep models [28]
formed by the compositions of membership-mappings.

Definition 2 (Membership-Mapping Autoencoder [28]): A
membership-mapping autoencoder, G : RP — RP, maps an
input vector y € R? to G(y) € RP such that

Gly) = [Fi(Py) - Fp(Py)]", (12)

where F; (j € {1,2,---,p}) is a Student-t membership-
mapping, P € R"*P(n < p) is a matrix such that the product
Py is a lower-dimensional encoding for y.

Definition 3 (Conditionally Deep Membership-Mapping
Autoencoder (CDMMA) [28]): A conditionally deep
membership-mapping autoencoder, D : RP — RP, maps a
vector y € RP to D(y) € RP through a nested composition of
finite number of membership-mapping autoencoders such that

yl :(glo"'OQQOgl)(y)v VZ€{1727 3L} (13)

I* = i —y!? 14
arg _min =y (14)

Dy) =y", (15)

where G;(-) is a membership-mapping autoencoder (Defini-
tion 2).

Definition 4 (A Wide CDMMA [28]): A wide CDMMA,
WD : RP — RP, maps a vector y € RP to WD(y) € RP
through a parallel composition of S (S € Z.) number of
CDMMAs such that

WD(y) = Dy (y) (16)
* = i —Ds(y)|? 17
s'=arg min o ly=D.@I5AD

where Ds(y) is the output of s—th CDMMA.



III. VARIATIONAL LEARNING OF MEMBERSHIP-MAPPINGS
A. A Modeling Scenario

Given a dataset {(z%,y%) | 2* € R", y' € RP, i €
{1,---, N}},itis assumed that there exist zero-mean Student-
t membership-mappings F1, - - - , F, € F(R™) such that

i i in1T
y' e [F@E) - Fpah)] (18)
For j € {1,2,--- ,p}, define
T
vi=[y; -y ] eRY (19)
f=[FE) - FeM)] eRY )
where y denotes the j—th element of y*. A set of auxiliary
inducing points, a = {a™ € R* | m € {1,---,M}}, is
introduced to define
T
w; = [Fi(a') - Fia™)] eRM. 1)

B. Membership Functional Representation Approach

Definition 5 (Interpolation Based Representation): It fol-
lows from [27] that f;, based upon an interpolation on the
auxiliary-outputs u;, is represented by means of a membership
function, s, : RN — [0,1], as

(1, B)) T =14 22)

~ N1y, -9 = -1 _ B
(£ — g, )T (a2 ) (E — )

M—-2
v+ M-—2
g, = KxaK 330y (23)
Kxx - xx KxaKa_alK)z;v (24)

where K., € RM*M and K., € RY*M are matrices with
their (¢, j)—th elements given as

(Kan), . = kr(a’,a?)

(Kxa); ; = kr(z',a)
where kr : R™ x R™ — R is a positive definite kernel function
defined as in (11).

Definition 6 (Representation of Data y ; for Given Mappings
Output f;): y;, for given f;, is represented by means of a
membership function, jy ¢, : RY — [0,1], as

fy;it, (¥5) = exp (=0.58]7; — £1|°)

where 3 > 0 is the precision value.

Definition 7 (Representation of Data y ; for Fixed Auxiliary-
Outputs u;): y;, for given u;, is represented by means of a
membership function, fiy .y, : RN — [0,1], as

i () < exp (80,5520, )

where piy ¢, is given by (27), jig;u; is defined as in (22), and <
- >. is the averaging operation as defined in (3). Thus, fiy .y,
is obtained from log(yty s, ) after averaging out the variables
f; using its membership function. It can be shown that

gy, (7)o exp (=058, + ()T Ky i, (75) - (29)

~0.5(uy) T E 4 0.5(0) T Kl + /(75 0)})

(25)
(26)

.3

.3

27)

(28)

where K, 1y, (y;) are given as

(Ku,) ™t =K'+ BK L KL K KL, (30)
tr(Kyx — K KL Kyo) -4
aa xXa K )
+0 v+ M—2 aa
T, (75) = BKw, Ko KLy;, 31)

and {/(¥;,u;)} represents all those terms which are indepen-
dent of both y; and u;. The constant of proportionality in
(29) is chosen to exclude (¥;,u;)—independent terms in the
expression for fiy .y, i.€.,

s, (75) = exp ((0) R i, (5) (32)

~0.5(u) " Ky My + 0.5(wy) T Ky o.5ﬁ|\yj||2) .

Definition 8 (Data-Model): y; is represented by means of
a membership function, s, : RN — [0, 1], as

iy, (77) o exp (<log(uyj;uj (F))),0,, )

where fy .., is given by (32) and p,, : RM — [0,1] is a
membership function representing uy;. Thus, . is obtained
from log(yty,.u;) after averaging out the auxiliary-outputs u;
using membership function py;.

(33)

C. Variational Optimization of Data-Model

The data model (33) involves the membership function p; .
To determine ju,; for a given y;, log(jy,(y;)) is maximized
w..t. py, around an initial guess. The zero-mean Gaussian
membership function with covariance as equal to K,, is
taken as the initial guess. It follows from (33) that maxi-
mization of log(suy,(y;)) is equivalent to the maximization
of <10g(ﬂy1';uj (yﬂ'))>uu -

Result 1: The solution of following maximization problem:

i, = g | (0800, (57),., 34
u; J
fhu, (1)
—{lo J
< g(exp (—0.5(u;)T Kaa'uy) )>#
)
under the fixed integral constraint:
/ fra; AN = Cy, >0 (35)
RM

where the value of C , 18 so chosen such that the maximum
possible values of ,ul’;j remain as equal to unity, is given as

i, (05) = (36)
. T o N
exp (—0-5 (uj =i, (v)) " Kot (w5 — 1, (Yj)))
where K u; and my; are given by (30) and (31) respectively.
The solution of the optimization problem results in

ty; (75) o< exp ({/ (v, ¥5)} (37)
=058 {55112 = 2 (1w, (7)) " K KL,
+ (muj (yj'))T K;;Kz;KxaK;almuj (Yj)

tr(Kyx — K KL Koa) /. T o4
v+ Md— 2 (muﬂ' (yj)) Kaalmuj (v5)




where {/(y;,¥;)} represents all (y;,¥;)—independent terms.

Proof: The proof is similar to as that of Result 2 in [24].

|

The constant of proportionality in (37) is chosen to exclude
(y;,¥;)—independent terms resulting in

by, (5,) = exp (—5 (15,12 = 2 (i, () Ko KL, 39
+(muj(yj)) K., 1KTK KdamuJ(Y7)

. T tr(Kex — K, aleaKxa)
+ (muj (Yj)) By ]\} D) Kaa mug (Y7) .

D. Estimation of Membership-Mapping Parameters

Definition 9 (Averaged Estimation of Membership-Mapping
Output): F;(z"') (which is the i—th element of vector f; (20))
can be estimated as

Fi(@) = ({6, ) (39)
ey e
J
where (f;); denotes the i—th element of f;, ps;.; is defined
as in (22), and u:‘lj is the optimal membership function (36)
representing u;. That is, F;(z%), being a function of u, is
averaged over u; for an estimation.
Let G(z) € R™M be a vector-valued function defined as

G(z) := [kr(z,a) - kr(z,a™)] (40)

where kr : R™ x R™ — R is defined as in (11). It is shown in
Appendix A that

-1

Fi(@) = G(a') (KL Ko + 7Kan + B Kaa) ' KLy; (41)

where 7 is given as
tr(Kyx — K KL Kya)
v+ M -2 '

Define a vector a; € RM as
a; (1) =
so that }7(?) could be expressed as

Fi@) = (G@)) a; (87

It follows from (44) that estimation of the membership-
mapping outputs requires computing «; via (43) which in-
turn requires estimating the inverse precision value 3~!. The
inverse precision value 8! is iteratively estimated as the in-
verse of the mean squared error between data and membership-
mappings outputs. That is,

(42)

T =

-1

(K Ko+ TKaa + 87 Kan)  (Kxa)'y; (43)

(44)

st (45)

where F; ( ) is the estimated membership-mapping output
given as in (44). Expression (45) using (44) can be expressed
as

i M*@

N a; (Y. (6

1 L
,1:WZZ|yJ_
j=1i=1

As G(x') is equal to the i—th row of matrix Ky,, (46) can be
expressed as

Zl\yg BTHIP.

We suggest to estimate 37! and «; iteratively using (47) and
(43) till the convergence.

(47)

xaaj

IV. A GLOBALLY CONVERGENT LEARNING ALGORITHM
AND ROBUSTNESS ANALYSIS FOR VARIATIONAL
MEMBERSHIP-MAPPINGS

A. Convergence Analysis

In this subsection, we study the convergence of estimation
algorithm (47, 43). In particular, we derive a sufficient con-
dition for estimation algorithm (47, 43) to converge. For this,
consider the singular value decomposition of Ky,:
*g } vT (48)

Kxa =U |:
where U € RV*N and V € RM*M are orthogonal, and S =
diag(s1, -+ ,sn) is a diagonal matrix with s1 > s9 > -+ >
sy > 0 being the singular values of K,. The vectors b} S
RM and bf € RV—M are defined as

[ ' } =Uly;. (49)
bj
The expression (43) for «; can be rewritten as
(87 = (VSVT 4+ 1Ko+ B Koa) ' VSBL. (50)
Consider
¥j = Kxaj(7) = UUTy, (51)
~U { ; ] VI (VST 4 (7 + B4 Kaa)  VSDL
Using matrix inversion lemma,
Vi = K (877) = (52)
vl (T4 ==svTEgvS) ' ] |
2
and hence,
lys = Kxac; (7)1 = 165 (53)

(BTN (T + BN+ SVTKLVS) “b!

Using (53) in (47),
1 p
-1 _ Z 2)12

T+ ¢ (b1)” T pr—1 2
+TZ ((r+ B NI+ SVIEVS) by,

(54)

j=1



Result 2 (A Function in $~1): Let R be a function in 5!
defined as

1 p
R(B™) = — D I3 (55)
pN ; ’
—1\2 P
+7(T J;]’i] ) S ONT((r+ 87+ SVTKVS) bl
j=1

We have followings:
1) R(ﬂil) S (ﬂ71|lowaﬂil|up) y vﬂil € Rs, where

1 p
Miow = —= > 163117 56
B ow = ;:13” il (56)
1 p
B up == > llyill*. (57)
|P pszlH JH

2) The lower and upper bounds on the derivative of R w.r.t.
B~1 are given as

dR(87) 2 1 SN
0 — bl 58
< e X oo
3) R(B~') has at least one fixed point in
(Bil|lowvﬁil|up)-
Proof: The proof is provided in Appendix B. ]

Result 3 (Convergence): If T is chosen such that

2 O 2 1< 212
7'>]WZHYJ'H _WZHij ) (59)
j=1 Jj=1
then the iterations
B i1 = R(B™ ), it €{0,1,2,---},  (60)

with 87o € (87 iow, 87 |up), converge to the unique fixed
point of R(3~1).
Proof: The proof is provided in Appendix C. [ ]

B. Learning Algorithm

Result 3 allows to design a globally convergent algorithm
for the variational learning of membership-mappings via en-
suring the sufficient condition (59). For this, it is observed
that 7, defined as in (42), is a function of parameters set
{M, 02, {w;}™ |,x,a,v}. It follows from the kernel function
definition (11) that

(M, 02 {w;}",,x,a,v) = o?7(M, 1, {w;}7,,x,a,v).(61)

Using (61), the condition (59) can be rewritten as

2. 1 T Cllys 12 = 1v311%)
T(M, 1, {w;}{,x,a,v) pN

To hold the inequality (62), the value of o2 is adjusted as in
the following:

if 7(M, 1, {w;}1 1, x,a,v) >

g

. (62)

Py IP=1v301%)
J=12 7 i~ then

pN
o2 =1
else
o2 = 1.1 > @lly; 17 =116311)
T(M,1,{w;}}— x,8,v) pN :
end if

Further, some of the parameters must be prior chosen which
are suggested to be chosen as in the following:

a) Auxiliary inducing points: The auxiliary inducing
points are suggested to be chosen as the cluster centroids:

a={a™¥M_,| = cluster_centroid({z*}},, M) (63)

where cluster_centroid({z*}X_;, M) represents the k-means
clustering on {z*} .

b) Degrees of freedom: The degrees of freedom associ-
ated to the Student-t membership-mapping v € R \ [0, 2] is
chosen as

v =21 (64)
¢) Parameters (w1, ,wy): The  parameters
(wi,--- ,w,) for kernel function (11) are chosen such
that wy, (for k € {1,2,---,n}) is given as
‘ N2
Wy = (1r<nlzi)§v (x}C) — 1221N (55}@)) (65)

where i is the k—th element of vector z* € R".

Finally, Algorithm 1 presents a systematic procedure for the
variational learning of membership-mappings while ensuring
the sufficient condition (59) for the convergence.

Algorithm 1 A globally convergent algorithm for the varia-
tional learning of membership-mappings

Require: Dataset {(z¢,4%) | i € {1,--+, N}} and maximum possible num-
ber of auxiliary points Mmas € Z4 With Mpmas < N.
1: Choose v and w = (w1, - ,wn) as in (64) and (65) respectively.

2: Set iteration count it = 0, M|o = Mmaz, and determine alp =
{am|0}%§1 using (63).

3: while 7(M|;¢, 1, {w; },x,als,v) <0 do

4 Mligg1 =M — 1

5:  Determine aljt41 = {am\iwrl}%‘:i?l using (63).

6: it «— it +1

7: end while

8: Set M = M|;; and compute a = {a™ %:1 using (63).

9: Compute Ky, using (26) taking 02 = 1 and perform singular value

decomposition of Ky, to compute orthogonal matrix U such that (48)
holds. Further compute b} and b? using (49) for all j € {1,---,p}.

P Clly; 1P =1631%) 4

10: if 7(M, 1, {ws}7,x,8,v) > oN hen
1: o2=1
12: else
13 o2 = 1.1 P @l 1213 12)
’ = (M1 {w; 3 x,a,) pN :
14: end if

15: Compute a = {am}%:l using (63), Kxx using (10), K, using (25),
and Kxa using (26).

16: Compute 7 using (42).

17: Set iteration count it = 0 and 8 |op = 0.5(87 100w + B |up), Where
B 10w and B71|yp are given by (56) and (57) respectively.

18: Determine the unique fixed point of R(871), say Bfl, using itera-
tions (60).

19: Compute matrix o = [al(Bfl) ap(Bil)] € RMXP where
aj(B~1), j €{1,---,p}, is computed using (43).

20: return the parameters set M = {«a, a, M, o, w, B}

Definition 10 (Membership-Mappings Prediction): Given
the parameters set M = {«, a, M, o, w, B} returned by Algo-
rithm 1, the learned membership-mappings could be used to
predict output corresponding to any arbitrary input data point
r € R"™ as

—

T
§asM) = | F(@) - Fpla) (66)



where .fj(?), defined as in (44), is the estimated output of
7—th membership-mapping. It follows from (44) that

9(a; M) = (a(B3)T (G(a)"

where G(-) € RY™M g a vector-valued function (40).

As a CDMMA consists of membership-mapping compositions,
Algorithm 1 can be directly applied for their learning as in
Algorithm 2 and Algorithm 3. For practical applications, Algo-
rithm 3 is suggested for the learning of wide CDMMA where a
computational optimization of a free parameter is performed
via minimizing the estimated variance of the mean squared
error between data and membership-mappings outputs.

(67)

Algorithm 2 A globally convergent algorithm for the varia-
tional learning of CDMMA

Require: Data set Y = {yi eRP|ie{l,- - ,N}}; the subspace di-
mension n € {1,2,---,p}; maximum number of auxiliary points
Mmaz € Z4 with Mipae < N; the number of layers L € Z.

1: for { =1to L do

2: Set subspace dimension associated to [—th layer as n; = max(n —
1+1,1).

3: Define P! € R™*P such that i—th row of P! is equal to transpose
of eigenvector corresponding to ¢—th largest eigenvalue of sample
covariance matrix of data set Y.

4: Define a latent variable 2% € R™, for i € {1,---,N}, as
i Plyt ifl=1, .
= )
Ply=t @b M=y if > 1
where ¢'~! is the estimated output of the (I — 1)—th
layer computed using  (67) for the parameters set
le lf 7al717Ml71’0.1717w171}.
5:  Define Mmaz
v Mmaz ifl=1, 69)
mer Tl Mt it

6:  Compute parameters set M! = {at,al, M l,al,wl,Bl}, character-
izing the membership-mappings associated to [—th layer, using Al-
gorithm 1 on data set {(z"?,y%) | i € {1,---,N}} with maximum
possible number of auxiliary points M., ..

7: end for

8: return the parameters set M = {{M!, -

7ML}7{P17"' 7PL}}'

Definition 11 (CDMMA Filtering): Given a CDMMA
with its parameters being represented by a set M =

M, - MEY, {PY, .-, P}, the autoencoder can be ap-
plied for filtering a given input vector y € R? as follows:
Ply
l Y
' (y; M) = 70
(y ) Plglfl(xlfl;lel) l > ) ( )

Here, ' ~! is the output of the (I—1)—th layer estimated using
(67). Finally, CDMMA’s output, D(y; M), is given as

D(y;: M) =4 (s M") (71)
I* = i — M MY|2 (72
arg | _min [ly =g @ MO[S - (72)

Definition 12 (Wide CDMMA Filtering): Given a wide
CDMMA with its parameters being represented by a set

= {M?*}3_,, the autoencoder can be applied for filtering a
given input vector y € R? as follows:

WD(y; P) = D(y; M*)

s* = arg min
s€{1,2, -,

(73)

Hy D(y; M*)|%, (74)

Algorithm 3 A globally convergent algorithm for the varia-
tional learning of wide CDMMA

Require: Dataset Y = {y* € RP | i € {1, , N}}; the number of layers
L € Z4; the subspace dimension n € {1,2,--- , p}; an array of possible
Prmaz values {rl ... ple v witho < vl <12 < - <
rmaz < 1.

1: Apply k-means clustering to partition Y into S subsets, {Y!, - ,YS 1
where S = [N/1000].

2: for s=1to S do

3 forr=rl, . tor= rNr . do

4: Apply Algorithm 2 on Y® to build a single-
layered CDMMA, M" = {{M1 "} {PY"}}  where
Ml,'r — {(Xl’r7a1’r,M1’T,O'1’T ,T Bl 7‘} takmg n as
the subspace dimension; maximum number of auxiliary points as
equal to 7 X #Y? (where #Y* is the number of data points in
Y?®); and L = 1.

5: end for R

6: Set Tmaz = arg max _ . Nn o BET

r2 ..
mazTmazr

7: Build a CDMMA, ./\/I {by applying Algorlthél 2 on Y*? taking n
as the subspace dlmenswn maximum number of auxiliary points as
equal to Tmax X #Y° (Where #Y° is the number of data points in
Y*®); and L as the number of layers.

8: end for

9: return the parameters set P = {M°}5_,

where D(y; M?) is the output of s—th CDMMA estimated
using (71).

C. Robustness Analysis

Consider that the data samples {(z%,y*) |i € {1,---,N}}
are subject to deterministic perturbations and thus matrix
K, (26) and vector y; (19) are subject to perturbations.
Let AKy, € RV*M and Ay; € RY be the unknown (but
bounded) perturbations in K, and y; respectively due to the
perturbations in the data samples. The data model assumes
that there exists some parameters vector «o; € RM such that

v +Ay; = (Kxa + AKxa) (75)
The modeling problem is concerned with the estimation of
a; in the presence of unknown perturbations AKy, and Ay;.
To show that Algorithm 1 provides a robust estimation of a7,
define

Ay = AK o (KM?)~ (76)

where Kpi /2 is the unique square root of positive definite
matrix K, (25). The set of equations (75) can be expressed
as

Vi + Ay; = (Kea + A K2

(77)

The perturbation matrix [A,; Ay, ]| is unknown, however, is
assumed bounded. That is, there exists a scalar ,, > 0 such
that || [Az Ay;]||F < dm, where ||- || r denotes the Frobenius
norm. A robust solution to the estimation of parameters seeks
to alleviate the worst-case effect of perturbations. For example,
the worst-case residual error can be minimized via solving a
min-max estimation problem as in Result 4.
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Fig. 1. A few examples of fuzzy attributes induced by deep autoencoders. The given set of 100 two-dimensional data samples, marked as ‘+’ in the figures,
has been used to train a wide conditionally deep membership-mapping autoencoder using Algorithm 3 taking L = 5, n = 2, and possible ry,q, values as
{0.01,0.02,--- ,0.1}. The membership function associated to a fuzzy attribute has been defined by (81) taking v = 2.001.

Result 4 (Robustness): Algorithm 1 provides a robust esti-
mation of aj via solving the following min-max estimation
problem:

& = arg min

“j

(78)

‘ )

where the upper-bound on the norm of perturbation matrix is
given as

H(Kxa + ALK — (v + Ay;j)

max
I[Az Ay; ]|l <om

(79)

Om =
\/1 + ”K;f(KgaKxa + T7Kaa + B_lKaa)_lKganHQ
(T + B + KxaKaa KL) =1yl

)

where 37! is the unique fixed point of R(5~1) to which the
iterations (60) converge.
Proof: The proof is provided in Appendix D. ]

V. SECURE DISTRIBUTED DEEP LEARNING
A. Fuzzy Attributes and Classification Applications

Definition 13 (A Fuzzy Attribute Induced by Deep
Membership-Mapping Autoencoder): A fuzzy attribute Ap,
associated to a wide conditionally deep membership-mapping
autoencoder P (that has been learned using dataset Y C RP),
can be defined on a universe of discourse R? as

Ap = {(y, nar(y) |y € RP}

where pa,(y) : RP — [0,1] is a p—variate membership
function such that pa . (y) is interpreted as the degree to which
apoint y € RP matches to the attribute Ap. Without the loss of
generality, the following Student-t type membership function
can be defined to characterize Ap:

(80)

v+p
2

, (81)

s ) = (14 5l = WP PP

where V/\/\D(y;P) is through autoencoder P filtered output
(73). Similarly, one can define Gaussian type of membership
function:

1 —
pap(y) = exp (—2—p|y - WD(y;P)IQ) . (8

A wide conditionally deep membership-mapping autoencoder
induces a fuzzy attribute as defined in Definition 13. Fig. 1
provides three different examples of fuzzy attributes induced
by the deep autoencoders. As demonstrated through color-plots
in Fig. 1, the defined fuzzy attribute (Definition 13) learns a
representation of the data samples. This motivates to define a
fuzzy classifier based on the following if-then rules:

If y is Ap, ,then the class is 1;

. (83)
If y is Ap,,then the class is C.

The class-label associated to a data point y is predicted based
on fuzzy rules (83) as

. C _
Clys {Petemr) = arg. max piar, (y)- (84)
The classifier (84), C : R? — {1,2,---,C}, assigns to an
input vector the label of the class to which the data point
has highest degree of matching. An example of the decision
boundary determined by a three-class classifier is provided in
Fig. 1.

B. Distributed Learning

We consider a scenario that data are distributed amongst
different parties. Assume that there are K different datasets,
{Y!,--- , Y&}, owned locally by K different parties. We
consider the multi-class classification problem assuming that
each local dataset, say Y*, can be partitioned into C different
classes, i.e.,

YF = {va T 7Yé‘} (85)

where Y¥ refers to the c—th class labelled data samples owned
locally by the k—th party. Let P* be the wide conditionally
deep membership-mapping autoencoder learned from Y* and
Apr be the corresponding fuzzy attribute. The fuzzy classi-
fier (83) can be extended for distributed setting as follows:

If y is Api OR Ap2 OR --- OR Apx ,then the class is I;

: (86)
If yis Aps OR Apz OR --- OR Apg,then the class is C.



N

N RN

homomorphic evaluation

/ N of global model / \
a IR
5 global model inference {

= b LR ciny Dane ) IE=1 K]

encryption &
{epoe, v, (cl1), e v, (ﬁA,ﬂl ) (W)}

|

\

/\ /

encryption Qg
{CPJE v, (ClLK), epae v, MA

O }

Y
mference outp ué data inference
{cl_1, ,uA {c_K, pia_, (y)}
7)cl K
decryption & Y
local models local models
{P1> PC} {PII(7 7735}
A
local training data local training data
to be protected input data « to be ;;iotected «
*{Yla“ Yc} Yy Y :{Ylf",Yc}
Party 1 User Party K
LX) & LX)

Fig. 2. A practical method for secure distributed deep learning based on membership-mappings and fully homomorphic encryption.

The class-label associated to a data point y is predicted based
on fuzzy rules (86) as

¢=arg 1I§ncagxc <1<k<K HAp (y)> &7
= arg 1glcl<nc <1gllci<nK ’[LAPE (y)> ’ (89)
where ia_, (y) =1 — pia,,, ().

C. Secure Homomorphic Evaluation of Global Classifier

For a secure distributed learning based on fully homomor-
phic encryption, a practical approach is suggested based on the
observation that instead of encrypting higher-dimensional vec-
tors, it is sufficient to encrypt the scalar values {fia , (y) | ¢ =

,C; k=1,--- K} for the homomorphic evaluatlon of
classiﬁer (86) (i.e evaluatlon of (89)) in an efficient manner.
That is, the homomorphic evaluation of the “arg min” func-
tion over K x C' encrypted values is required. More efficiently,
the homomorphic evaluation of the “arg min” function over
K encrypted values is sufficient for the homomorphic evalu-

ation of the classifier. For this, define cl_k as the class-label
predicted by the k—th local classifier, i.e.,

1)

where C(-) is defined as in (84). Now, (89) can be alternatively
expressed as

c_k = C(y; {P* (90)

¢=cl_k*

k* = ar Inln A,
& <k<K p

oD

(¥)- 92)

clk

Let §(my, m2) be the Kronecker delta function of two variables
my, mg € [0,1] defined as

1 if my = mo,
O(my, mg) = {0 if my £ ma. ©3)
It follows from (91-92) that
K
e ko (any (in,. ). O
k=1 ek el

A practical method using TFHE scheme [13], [14] is provided
for secure distributed deep learning. For this, define the
followings:



o For a given positive integer N}, € Zo, let pty, : [0,1] —
{0,1,---,2™ — 1} be a function defined as

pty, (m) == [(2" — )m], m € [0,1].  (95)

In our setting, pty, (m) is the plaintext that encodes a
message m € [0, 1] as unsigned N,—bit integer.

o Let BitDecy, : {0,1,---,2% — 1} — {0,1} be the
binary representation of a N, —bit unsigned integer. That
is,

(bti(m), -, bty (m)) = BitDecn, (pty, (m)),

where bt;(m) € {0,1} for all k € {1,2,---, Ny}

o Let N, be the ciphertext dimension set for a given value
of security bits, say 128 bits security.

o Let st € {0,1}"¢ be a secret key generated for TFHE
encryption.

o Let ctep(bt) € TNl where T = R/Z, be the
TFHE encryption of a bit bt € {0,1}, i.e., ctee(bt) =
TFHE.Enc(bt; s¢).

o Let cpge y, ¢ [0,1] — TNo(Net1) be a function defined
as

Pse, v, (M) := (ctae (bti(m)) ;- -+, ctae (bt (m))) (97)

where ctge (bt;(m)) is the TFHE encryption of bit
btx(m). Thus, cpge y, (M) homomorphically encrypts the
message m € [0, 1] with N,-bit precision.
Our approach to homomorphically evaluate the global classi-
fier (86) is shown in Fig. 2. The approach consists of following
steps:

1) A pair of secret and cloud keys is generated. The secret
key is meant for encryption and decryption. The cloud
key is exported to the cloud, and allows to operate over
encrypted data.

2) For a given input y, the outputs of local classifiers
{epoe, v, (clk), epoe n, (Ha,, (¥) | k= 1, K}
are sent to the cloud for perf(;lr'ﬁling secure homomorphic
computations.

3) The values {0(ia,, (4)./ia,,. () [k=1 K}
are hornomorphicaclll'g/c evaluated™in the cloud from the
encrypted data (sent by different parties) using a boolean
circuit composed of bootstrapped binary gates.

(96)

4) The encrypted output of the global model
{ePat, v, (CLk), et (@(in, (1) Fia,e W) |k =
1,--+, K} is sent to the user. )

5) The class-label associated to a data point y is predicted
using (94) after decrypting the data provided by the
cloud.

VI. EXPERIMENTS

The proposed method was implemented using MATLAB
R2017b and TFHE C/C++ library [15] on a MacBook Pro
machine with a 2.2 GHz Intel Core i7 processor and 16
GB of memory. The previous works [24], [26], [28] have
already verified the competitive performance of membership-
mappings in classification applications. In this study, our focus
is to verify the application potential of the proposed approach
and to compare the method with the alternative differentially
private distributed deep learning approach [29], [30].
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TABLE I
EXPERIMENTAL RESULTS ON MNIST DATASET
Method Accuracy Time
Proposed (8—.b1ts precision of 0.9762 32251 s
homomorphic computations)
Proposed (l§-b1ts precision of 0.9872 49785 s
homomorphic computations)
differentially private
distributed deep learning with 0.0892 n/a
privacy-loss bound € = 0.1 [29]
differentially private
distributed deep learning with 0.8994 n/a
privacy-loss bound € = 1 [29]

A. Details

Under a distributed deep learning scenario, the local models
are developed using Algorithm 3 taking L = 5, n = 20, and
possible 7,4, values array as {0.5}. Targeting 128-bits of
security, TFHE library is used to homomorphically evaluate
the global classifier with the precision of 16-bits and also
8-bits. For a comparison, differentially private local models,
developed using Algorithm 3 on the noisy training data ob-
tained via optimal noise adding mechanism [29], [30] (taking
adjacency parameter d = 1, failure probability 6 = 1le—5, and
privacy-loss bound € = 0.1 and also € = 1), are combined
through fuzzy rules (86) without any encryption. The test data
accuracy and average computational time required for secure
homomorphic computations in the cloud (for computing the
encrypted global output for a given input) are considered as
performance indices.

B. MNIST Dataset

The first experiment is on the widely used MNIST digits
dataset containing 28 x 28 sized images divided into training
set of 60000 images and testing set of 10000 images. The im-
ages’ pixel values were divided by 255 to normalize the values
in the range from O to 1. The 28 x 28 normalized values of each
image were flattened to an equivalent 784 —dimensional data
vector. A two-party scenario is considered such that Party-
A owns all the training images of odd digits while Party-B
owns the rest training images of even digits. Table I reports
the experimental results.

C. Freiburg Groceries Dataset

The second experiment is on “Freiburg Groceries Dataset”
considered previously [29] for privacy-preserving distributed
learning experiments. The dataset contains 4947 labeled im-
ages of grocery products categorized into 25 different classes.
A feature vector is created from each image by extracting
features from “AlexNet” and “VGG-16" networks which are
pre-trained Convolutional Neural Networks. The activations
of the fully connected layer “fc6” in AlexNet constitute a
4096—dimensional feature vector. Similarly, the activations of
the fully connected layer “fc6” in VGG-16 constitute another
4096—dimensional feature vector. The features extracted by
both networks are joined together to form a 8192—dimensional
vector. The feature vectors are normalized to have zero-
mean and unity-variance along each dimension. The set of



TABLE II
EXPERIMENTAL RESULTS ON FREIBURG GROCERIES DATASET

Method Accuracy Time
l;roposed (8—.b1ts precision of 0.8861 49534 s
omomorphic computations)
Proposed (16.-b1ts precision of 0.8880 79240 s
homomorphic computations)
differentially private
distributed deep learning with 0.1356 n/a
privacy-loss bound € = 0.1 [29]
differentially private
distributed deep learning with 0.8261 n/a
privacy-loss bound € = 1 [29]

normalized feature vectors is split into a training set contain-
ing around 80% of data points and a testing set containing
remaining data points. A three-party scenario is created such
that Party-A owns all the training data of first ten grocery
categories, Party-B owns all the training data of second ten
grocery categories, and Party-C owns all the training data of
rest five grocery categories. Table II reports the experimental
results.

D. A Biomedical Application

As an application example, the mental stress detection
problem is considered. The dataset from [25], consisting
of heart rate interval measurements of different subjects, is
considered for the study of individual stress detection problem.
The problem is concerned with the detection of stress on an
individual based on the analysis of recorded sequence of R-R
intervals, { RR'};. The R-R data vector at i—th time-index, y°,
is defined as y' = [RR RR! ... RRi—?]". That is, the
current interval and history of previous d intervals constitute
the data vector. Assuming an average heartbeat of 72 beats per
minute, d is chosen as equal to 72 x 3 = 216 so that R-R data
vector consists of on an average 3-minutes long R-R intervals
sequence. A dataset, say {y'};, is built via 1) preprocessing the
R-R interval sequence { RR'}; with an impulse rejection filter
for artifacts detection, and 2) excluding the R-R data vectors
containing artifacts from the dataset. The dataset contains the
stress-score on a scale from O to 100. A label of either “no-
stress” or “under-stress” is assigned to each y® based on the
stress-score. Thus, we have a binary classification problem. A
two-party collaborative learning scenario is considered where
a randomly chosen subject is considered as Party-A. While
keeping Party-A fixed, the distributed learning experiments
are performed independently on every other subject being
considered as Party-B. For each subject, 50% of the data
samples serve as training data while remaining as test data.
The subjects, with data containing both the classes and at least
60 samples, are considered for experimentation. There are in
total 48 such subjects. The experimental results, averaged over
48 independent experiments, are reported in Table III.

E. Scalability

The computational time required for the homomorphic
evaluation of global model depends on the number of parties
(i.e. K) participating in collaborative learning. Therefore,
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TABLE III
EXPERIMENTAL RESULTS ON HEART RATE VARIABILITY DATASET
Method Accuracy Time
Proposed (8—.b1ts precision of 0.8358 31571 s
homomorphic computations)
Proposed (16.-b1ts precision of 0.9580 48610 s
homomorphic computations)
differentially private
distributed deep learning with 0.5123 n/a
privacy-loss bound € = 0.1 [29]
differentially private
distributed deep learning with 0.6873 n/a
privacy-loss bound € = 1 [29]
350
—¥— 16-bits precision k

300

—— 8-bits precision

time (in s) for homomorphic evaluation of global model

0 10 20 30 40 50 60 70 80 90 100
number of parties (K)

Fig. 3. Computational time vs. number of parties.

experiments are performed to study the computational time as
the number of parties is varied from K = 2 to K = 100. Fig. 3
plots the computational time required for secure homomorphic
computations on a MacBook Pro machine with a 2.2 GHz Intel
Core i7 processor and 16 GB of memory without using parallel
computing. The ratio of computational time to the number of
parties is observed to be approximately equal to 3 s for 16-bit
precision and 1.75 s for 8-bit precision.

F. Evaluation of the Proposed Approach

To evaluate the gains achieved in accuracy and computa-
tional time as a result of the proposed approach to secure
distributed deep learning (summarized in Fig. 2), a comparison
is made with a variant of the TFHE fully homomorphic
encryption scheme [31]. The study in [31] reports the exper-
iments on MNIST dataset for evaluating the neural networks
with different depths (referred to as NN-20, NN-50, and
NN-100) over TFHE fully homomorphically encrypted data.
The results of [31] are compared with the proposed method
(considering two-party scenario with Party-A owning odd-digit
images and Party-B owning even-digit images) in Table IV.

G. Main Results

Following inferences are made from the results of afore-
mentioned experiments.



TABLE IV
GAINS ACHIEVED BY THE PROPOSED APPROACH ON MNIST DATASET
Method Security Machine Accuracy Time
Proposed 128-bits Imzélzc(iizﬂ 0.987 498 s
NN-20 [31] 128-bits Int2él6 C(;:)I;Iezn 0.971 115.52 s
NN-50 [31] 128-bits Intzél6 C((})I;lezﬂ 0.947 23355 s
NN-100 [31] 128-bits IntZél6C(3)I;13217 0.830 481.61 s

o As expected, the proposed approach leads to better accu-
racy (observed in Tables I, II, III) than the differentially
private approach [29], since differential privacy requires
contaminating data with noise to preserve privacy.

o The proposed membership-mappings based approach is
capable of handling the large computational overhead
issue of fully homomorphic encryption, since the com-
putational time on a MacBook Pro machine with a 2.2
GHz Intel Core i7 processor and 16 GB of memory (as
reported in Tables I, II, III, IV) is practical.

o A linear increase of the computational time with increas-
ing number of parties, as observed in Fig. 3, indicates
that the proposed approach is scalable using parallel
computing.

« Remarkably, the computational time required for secure
homomorphic evaluation of the global model in the cloud
is independent of the dimension of the input data, and
thus the approach is practical. The computational time
depends only on the number of parties and the chosen
precision. The ratio of computational time to the number
of parties as approximately equal to 3 s for 16-bit
precision verifies the application potential.

VII. CONCLUDING REMARKS

This study has outlined a membership-mappings based
approach to secure distributed deep learning. The crux of
our methodology lies in defining fuzzy attributes (which
are induced by globally convergent and robust variational
membership-mappings based local deep models) allowing to
combine local models by means of a rule-based fuzzy system,
thus facilitating the homomorphic evaluation of the global
model efficiently. The feature, that the computational time
for secure homomorphic evaluation of the global model in
the cloud is independent of the dimension of input data, adds
to the practicality of the approach. The experimental results
verify that the proposed method, while preserving the privacy
in a distributed learning scenario using fully homomorphic
encryption, remains accurate, practical, and scalable.

APPENDIX A
MEMBERSHIP-MAPPING OUTPUT ESTIMATION

Using (22) and (23), we have
((£5):) = (KK wy)i

= G(z") K ;.

(98)
99)

Hfjsu;
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Thus,

Filah) = G )KL () . (100)
Using (36) and (31) in (100), we have
Fial) = 6 (C(a") K Koy K KLy, (101)

Substituting Kuj from (30) in (101), we get (41).
APPENDIX B

PROOF OF RESULT 2
The proof is split into three parts.
a) Part 1: Since K,, > 0, there exists the unique square
root, Kiﬁz > (. Thus,
T
SVTKZIVS = (Ka—;/st) (Ka—;/?VS) (102)
> 0. (103)
Since 7 > 0 and 8 > 0,
1
min_eigen ( I + 7SVTK;&1VS> >1 (104
e (14 G .
where “min_eigen(-)” denotes the minimum eigenvalue. Thus,
max_eigen <I + L
- (+57)
where “max_eigen(-)” denotes the maximum eigenvalue. As
a result of (105),

-2
SVTKM1VS> ) <1 (105)

_ 1 &
R(B™) < W;(Ilb}|\2+ [15711%). (106)

As U is orthogonal, it follows from (49) that [|b}||* + [|b3]]* =
lly;11?, and thus
R(B™) < B Mup- (107)

It follows immediately from (55) that R(57!) > 87 iw-

Hence, R(B71) € (B iow, B up)-
b) Part 2: The derivative of R w.r.t. 371 is given as

dR(B~Y) _ (108)

46T
P
z% S {48 O (4 B+ SVTELVS) 0]
j=1
— (4 BTPO)T ((r+ 87O+ SVTRLVS) b))

Consider

(r+ 872D (7 + B+ SVTKLVS) b

< (4B (8T SVTKa;WS)*H2 (109)
x ()T ((r+ B~ + SVTKLVS) b}

_ —1 1 T y-—1 -

= (r+87Y) <I+7(T+ﬁ_l)SV KaaVS> 2 (110)

x ()T ((r+ B~ + SVTK'VS) bl
O ((r+ B + SVTELVS) bl i
min_sing (I + (TJFITI)SVTK;&IVS)

=(r+87)



where “min_sing(-)”
Observing that 7 > 0, 8~
(103)), we have

denotes the minimum singular value.
1'>0,and SVITK_'VS > 0 (ie.

min_sing (I + ﬁSVTKa;VS)
T
= 1+ min_sing (ﬁSVTK'&;VS)
T
> 1. (112)
Combining (112) and (111), we have
(T + 87207 ((r+ B )T+ SVIKLVS) bl (113)
<(r 4B O ((r+ B+ SVTKLVS) bl
Using (113) in (108), we get
dR(8™)
_ . 114
a5 >0 (114)

Observing that 7 > 0, 3~ > 0, and SVTK_'VS > 0 (i.e.
(103)), we also have

(T+ 87200 ((r+ BT+ SVIKLVS) bl > 0.(115)

Using (115) in (108), we get
dR(p~!
(B _
dg-1
2
pN

(116)

p
4+ 5 OHT ((r + BN+ SVTKLIVS) bk
j=1

Inequality (116), using (55), can be expressed as

dR(B~Y) 2 pNR(B™') — 16711

a5 " pN T+ B (o
2 37 116112
pN 7+p7 1" (118)

where (118) follows using (106). Inequalities (114) and (117)
lead to (58).

c) Part 3: Introduce h(B~1) = R(B‘
observe that h(8[1pw) > 0 and h(S~
termediate value theorem, there is a [3 (
such that A(3~1) = 0, ie., /=1 = R(3~
fixed point of R(571).

)= B a
|up) < 0. By the in-

1|low;ﬂ 1|up)
). Thus, 3! is a

APPENDIX C
PROOF OF RESULT 3

As 871 > B iow, it follows from (59) that

P
T4 B > ]%;1 Il (119)
and thus
RE ) Spa B SR
dg! i1 I1v3ll> j=1 (105117 + 11311°)
That is, there exists a constant k£ such that
0< w <k<1,Vite{0,1,2,---} (121)

dp—1

13

Let 3~ be a fixed point of R(5~1). Now, consider

Ui = A7 = [RB M ie-) ~ RGBT (122)
< k|8 a1 — A7 (123)
: (124)
<k |80 - 871 (125)
that leads to
Tim ‘ﬁ e — A7 < 1im K| *1|0—B*1‘ — 0. (126)
it—o00 1t—00

The uniqueness of the fixed point can be seen via assuming
by contradiction that there exists another fixed point, say 371
Now consider

3= 57 = [RGB - RG] <k[B =57 a27)
< ‘B—l —B‘l‘.(128)

This implies that 31 = 3~!. Hence, the result follows.

APPENDIX D
PROOF OF RESULT 4

According to the triangle inequality,
H xa+A K1/2)a _(y]+Ay]) ‘

< [[Kac = vl + || As K205 - Ay, |

< e — sl + 1187 a1 [ K42 |
<N Kxacs = yj|| 4 0my/1+ ()T Kaacd), (129)
and hence
-1
b= | KT K+ 6y 1205 Z9ill g KZy;.(130)

I aa
J1+ 6T Koad

Algorithm 1 estimates «; (B_l) using (43). It can be seen

using (43) that
\/1 + (a;(B8 Kaactj(571)

HKXL%CW(ﬁ D) =yl
As a result of (131), it follows from (43) that

o (671 =

= 0. (131)

(KaKxa (132)

-1

HKan‘J (ﬁ )

\/1—0— ozj

As equalities (132) and (130) are identical, «; (B‘l) (which
is the solution of (132)) must be equal to &; (which is the
solution of (130)), i.e.,

— il
T Kaa; (B71)

Kaa Kng-

a; (671 = .

Hence, Algorithm 1 solves the min-max problem (78).

(133)
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