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Modulators based on the Mach-Zehnder interferometer (MZI) structure are widely used in
continuous-variable quantum key distribution (CVQKD) systems. MZI-based variable optical at-
tenuator (VOA) and amplitude modulator can reshape the waveform and control the intensity of
coherent state signal to realize secret key information modulation in CVQKD system. However,
these devices are not ideal, internal and external effects like non-linear effect and temperature may
degrade their performance. In this paper, we analyzed the security loophole of CVQKD under the
photorefractive effect (PE), which originates from the crystal characteristic of lithium niobate (LN).
It is found that the refractive index change of modulators because of PE may lead to an overesti-
mate or underestimate of the final secret key rate. This allows Eve to perform further attacks like
intercept-resend to get more secret key information. To solve this problem, several countermeasures
are proposed, which can effectively eliminate potential risks.

I. INTRODUCTION

Quantum communication technologies is a fast-
developing field that is continuously increasing in signif-
icance. Quantum key distribution (QKD) is one of the
most widely researched techniques in quantum commu-
nication [1–4]. QKD systems modulate the key infor-
mation on different types of quantum signals including
single photons and the quadrature of quantum beam, re-
spectively called discrete-variable QKD and continuous-
variable QKD [5–11]. Compared to discrete-variable
QKD (DVQKD), continous-variable QKD (CVQKD) has
apparent superiority in information transfer efficiency
and implementation difficulty [12, 13]. A large propor-
tion of CVQKD research and implementation nowadays
is based on Gaussian-modulated coherent states (GMCS)
schemes. Through researchers’ protracted and unremit-
ting efforts, the theoretical security of GMCS-CVQKD
under individual, collective, and coherent attacks has
been proven [9–11, 14–19]. GMCS-CVQKD has devel-
oped to maturation and is usually preferred because of
its reliability. However, in practice, security in theory
cannot guarantee the absolute security of the systems.
An eavesdropper can exploit the imperfection of the ac-
tual devices to carry out side-channel attacks, and further
steal (part of) the secret information [20, 21]. Therefore,
it is crucial to identify and solve the practical security
problems.

Currently, the proposed practical security problems of
CVQKD have three orientations, respectively aiming at
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the transmitting end [22–25], local oscillator light [26–
28], and receiving end [29–32]. All of these attacks have
corresponding defense methods put forward as well. Par-
ticularly, researchers bring forward a Local LO (LLO)
scheme [33, 34] that generates LO at the receiving end
directly. LLO scheme avoids the channel transmission
process of LO and completely eliminates the security
problems aiming at the transmitted local oscillator (LO)
light. For the security problems aimed at the receiving
end, researchers also established a measurement-device-
independent (MDI) scheme that can defend all side-
channel attacks against the detector [35–37]. These in-
novative results remarkably contribute to the security of
CVQKD which eradicates a series of loopholes. How-
ever, attacks with other targets like modulation devices
are still threatening.

Mach-Zehnder interferometer is a basic optical struc-
ture commonly seen in optical devices [38]. MZI modu-
lators especially lithium niobate (LiNbO3, LN) modula-
tors are used in optical communication on a large scale.
Lithium niobate crystals have many photoelectric effects,
including piezoelectric effect, electrooptical effect, non-
linear optical effect, photovoltaic effect, photoelastic ef-
fect, photorefractive effect, and so on [39]. The excellent
characteristics of the electrooptical effect and nonlinear
optical effect make it favored in external modulators, like
variable optical attenuator (VOA), amplitude modulator
(AM), and phase modulator (PM). Similarly, other fea-
tures of LN may also influence the performance in both
positive and negative way. The photorefractive effect
is another one that extensively exists in LN materials
[40–43]. It describes the phenomenon of refractive in-
dex modulation of the waveguide under light irradiation.
This index change can recover under specific conditions
like heating. Although characteristics of the photore-
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fractive effect may be useful in the field of data storage
[44], it may introduce adverse impacts on optical modu-
lators as it’s usually ignored. Recently, the security prob-
lems resulting from photorefractive effect are researched
in DVQKD [45, 46]. However, the possible security loop-
holes under CVQKD have not been studied yet.

In this paper, the photorefractive effect in LN-based
variable optical attenuators is studied. We introduce the
generation mechanism and mathematical model of the
photorefractive effect in CVQKD implementation. The
negative impact of the photorefractive effect on modu-
lators’ transfer characteristics is explored. It is found
that the transfer function of modulators deviates under
different intensity of PE will lead to inaccurate signal
output. Finally, security analysis and simulation results
demonstrate that the secret key rate can be underesti-
mated or overestimated by legal parties. This suggests
that the photorefractive effect in amplitude modulators
may create a security loophole for Eve to conceal her
attacks. To eliminate the security risks caused by the
photorefractive effect, we also proposed several effective
countermeasures. However, in the long view, we further
give some solutions to solving the problem in fundamen-
tal. In general, our work indicates an issue that was
ignored regarding the devices’ fundamental properties.
Eavesdropper possibly gains key information and mis-
leads the legal communication parties from this loophole.
This discovery and corresponding proposed countermea-
sures contribute to perfecting the practical security of
CVQKD systems, bringing the quantum communication
techniques closer to absolute safety.

II. PRINCIPLE OF THE LOOPHOLE FROM
PHOTOREFRACTIVE EFFECT

A. Mechanism of photorefractive effect

Compared with the instantaneous Kerr effect, the
photorefractive effect is a time-continuing process. For
electro-optical crystals. the impurities and defects can
act as the donor or acceptor of electric charges. When
these crystals are irradiated by uneven light, the charges
(electron or hole) of impurities and defects are excited
into the conduction or valence band to form charge car-
riers. These charge carriers then diffuse or drift due to
the concentration gradient and external electric field ap-
plied. Besides, these charges may also move because of
the photovoltaic effect [40–42]. Therefore, the carriers are
excited, migrated, and captured. The space charge dis-
tribution will be rearranged, and generate a space charge
field. This space charge field modulates and changes the
refractive index of the electro-optical crystal [45–48].

For rigorous approach, the photorefractive process is
described by a series of equations called Kukhtarev equa-
tion [49]. According to the band transmission model,
the generation rate of electrons under light excitation is
(ND −N+

D )(sI + β). Here ND is the donor density, N+
D

is the ionized donor density, s is the optical excitation
constant, I is the light intensity and β is the thermal ex-
citation probability. The recombination rate of electrons
is γRN

+
Dρ, γR is the recombination constant and ρ is the

electron density in the conduction band [43]. The first
Kukhtarev equation describing the change rate of charge
carrier generation is

∂N+
D

∂t
= (ND −N+

D )(sI + β)− γRN
+
Dρ, (1)

then the current density J can be expressed by the second
equation

J = qD▽ ρ+ qµρE + pIec, (2)

where D is the diffusion coefficient, µ is the electron mo-
bility, E is the electric field including external electric
field and space-charge field, p is the photovoltaic con-
stant, ec is a direction vector. Three terms of the equa-
tion respectively represent diffusion current density, drift
current density, and photovoltaic current density.
The continuity equation is the third one describing the

carrier current:

∂ρ

∂t
=

∂N+
D

∂t
+

▽ · J
q

. (3)

The last modulation equation gives the relationship
between refractive index change and space charge field
Esc induced by PE:

△n(t) = −1

2
n3
0γeffr33Esc(t). (4)

n0 is the original refractive index, γeff is the effective
electro-optic coefficient, r33 is the Pockels coefficient.
As a time-continuing process, the photorefractive index
change is a function of time t. Referring to Poisson’s
equation, the space charge field is

Esc(t) = (Es − Esc(0))(1− e−
(σd+σph)t

ϵϵ0 ) + Esc(0). (5)

Assuming the space charge field induced by PE is zero
at the beginning (Esc(0) = 0), the final space charge field
will be Esc(∞) = Es, where Es is the stable space charge
field, or also called saturated space charge field, which is
expressed by

Es =
σph

σd + σph
Eapp +

κα

σd + σph
Iir. (6)

Here σd is the dark conductivity, σph is the photocon-
ductivity, κ is the Glass constant, and α is the absorption
coefficient.
Therefore, the stable or saturated refractive index

change △ns(∞) is

△ns = −1

2
n3
0γeffr33(

σph

σd + σph
Eapp+

κα

σd + σph
Iir). (7)
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Then, the resulting phase deviation caused by refrac-
tive index change can be calculated with effective inter-
action length L, and signal wavelength λ by

△φd =
2π

λ
△ nsL. (8)

It can be seen that the refractive index change of LN
is jointly influenced by the intensity of uneven irradia-
tion light and applied electric field. And this will further
influence the quantum signal, leading to the abnormal
output intensity of the modulator.

B. Impact on Mach-Zehnder modulator

Variable optical attenuator is a type of Mach-Zehnder
structure LN device that is widely used in optical commu-
nication systems. In the continuous-variable QKD sys-
tem, VOA plays a similar role to an amplitude modulator
that adjusts the output intensity of the signal by chang-
ing the relative phase between its two arms. Typically,
the transfer characteristic of the Mach-Zehnder modu-
lator (MZM) is presented in sinusoidal function. Take
MXAN-LN series modulators from iXblue Photonics as
an instance, the transfer function is expressed by

Iout = Tmod ·
Iin
2

[1 + cos(
π

Vπ
VDC −△ϕ0)], (9)

where Tmod is the optical transmittance of the device,
Vπ is the half-wave voltage of the modulator, and ϕ0 is
the phase deviation originates from the two arms of MZI
because of fabrication error due to technological imper-
fections.

The analysis of the mechanical model indicates that
the photorefractive effect on the Mach-Zehnder structure
introduces a phase deviation △φd on each arm. We can
define the overall phase deviation of the modulator as
△φp = △φd(arm1) − △φd(arm2). Therefore, the trans-
fer function of the modulator under the photorefractive
effect is expressed by

I ′out = Tmod ·
Iin
2

[1+ cos(
π

Vπ
VDC − (△ϕ0+△φp))]. (10)

For further analysis, define k as an index called PE
index to represent the intensity of photorefractive effect:

I ′out = kIout. (11)

Since the phase deviation is derived from the applied
electric field and irradiation intensity, the output inten-
sity ratio k can finally be calculated by input intensity
Iin, applied voltage VDC , and irradiation intensity Iir.
From Eq.(9)-Eq.(11), we can infer that

k =
I ′out
Iout

=
1 + cos( π

Vπ
VDC − (△ϕ0 +△φp))

1 + cos( π
Vπ

VDC −△ϕ0)
. (12)

(a) Transfer functions of Mach-Zehnder modulator
under different applied voltage (zero at the full line)

(b) Transfer functions of modulator with and without
photorefractive effect under a specific applied voltage

FIG. 1. Transfer function deviations of modulator

Substituting the Eq.(7) and Eq.(8), we know that

△φd =
eµτ0ηqπn

3
0r33γIir(hνκL− eµτ0ηqLEEapp)

h2ν2λσd + hνeµτ0ηqλαIir
,

(13)
where the photo-conductivity is linearly dependent on
irradiation intensity as σph = eµτ0ηqαIir/hv. e is the
electronic charge, µ is the electron mobility, τ0 is the
carrier lifetime, ηq is the quantum efficiency, hν is the
photon energy, LE is the waveguide length modulated
by the electric field.
Therefore, the overall phase deviation △φp of modu-

lator under photorefractive effect can be calculated by
taking the difference of phase deviation in two arms:

△ φp =
aπn3r33γ

λ0σd

[
L

(
I1ir

1 + aα
σd

I1ir
− I2ir

1 + aα
σd

I2ir

)

−aLE

d

(
I1ir

1 + aα
σd

I1ir
+

I2ir
1 + aα

σd
I2ir

)
Vapp

]
. (14)

As Eq.(14) substituting into Eq.(12), we can get the
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relationship between PE index k and the controlled in-
puts: irradiation light intensity I1,2ir , and applied voltage
Vapp.

Research conducted in Ref.[45] revealed the character-
istic change of VOA in discrete-variable QKD systems
under the photorefractive effect. The photorefractive
effect demonstrates identical consequences on MZM in
CVQKD systems, as shown in Fig 1(a). The original
transfer function of the modulator without PE is pre-
sented in full line. The power of the output signal reaches
its maximum at zero bias voltage, and reaches its mini-
mum at half-wave voltage. This conforms to Eq.(9), that
the output signal intensity is the same as the input when
the bias voltage is zero, as well as the output signal in-
tensity is zero when the bias voltage is half-wave. The
other dot line curves in different colors are the transfer
functions under different irradiation light intensity and
applied voltage. The output amplitude under PE has
the same range but different at the same bias voltage.
Thus, the impact of PE on MZM can be considered as
the phase deviation in the transfer function.

Fig 1(b) shows the comparison of two transfer function
curves respectively with (red line) and without (black
line) photorefractive effect. It is apparent that under
certain operating voltage like Veff , the attenuation ef-
fect of the modulator can be reduced, which means
k = P ′′

eff/Peff > 1. And under some other operating
voltages like Vineff , the attenuation can also be strength-
ened, which means k = P ′′

ineff/Pineff < 1. This is the
key feature of the photorefractive effect loophole reflect-
ing on the system. Different from the reduced optical
attenuation effect proposed in Ref.[24], where k is always
larger than one due to the modulator thermal damage,
the photorefractive effect index can be controlled either
larger or less than one. Photorefractive effect is a re-
versible process though it always lasts long. This benefits
Eve in hiding the loophole and provides more possibilities
for attack patterns.

III. PARAMETER ESTIMATION UNDER
PHOTOREFRACTIVE EFFECT LOOPHOLE

A. Gaussian-modulated coherent state protocol

One-way Gaussian-modulated coherent state CVQKD
system is developed to relative maturation currently [50–
54]. The working process of GMCS protocol is described
by the prepare-and-measure model (PM model). Firstly,
communication party Alice prepares a series of quan-
tum coherent states with two orthogonal quadratures ex-
pressed by xi and pi. They are modulated in Gaussian
distribution with the same variance VA and zero mean
value, and are sent to the other communication party
Bob through the quantum channel. Then Bob measures
one or both quadratures by homodyne detection or het-
erodyne detection. Due to modulation shot noise, chan-
nel excess noise and transfer efficiency, results are not

completely the same as the initial states. Therefore, Bob
and Alice will further share some information to perform
the channel parameter estimation. The secure key rate of
the system can be evaluated by estimated parameters. If
the key rate is larger than zero, the communication sys-
tem is secure in theory and the communication parties
can finally perform data post-processing to get the final
key. Otherwise, the communication will terminated and
restarted.
In practice, the entanglement-based model (EB model)

is always used to conduct security analysis. As shown
in Fig 2, quantum coherent states prepared by Alice
are equivalent to Einstein-Podolsky-Rosen (EPR) states.
One mode A is kept by Alice for heterodyne detection.
The other mode B0 is sent to Bob. The variance of the
vacuum state here is V = VA + 1. At Bob’s detection
end, the practical efficiency of the detector is regarded
as a beam splitter (BS) with transmittance η. And the
electronic noise evl is equivalent to the noise of an EPR
state with variance v going through BS. The variance is
chosen to a value that does not change the total system
noise.

B. Process of parameter estimation

In the GMCS-CVQKD protocol, Alice generates a se-
ries of Gaussian-modulated coherent states. It can be
expressed as:

|αA⟩ = |aeiθ⟩ = |xA + ipA⟩. (15)

The quadrature xA = |a|cosθ and pA = |a|sinθ. Both
quadratures have a variance of VA and zero mean. It is
obvious that |a|2 is proportional to IA, and VA = 2⟨n⟩
proportional to IA as well. Therefore, the relationship
between the quadratures and variance with and without
photorefractive effect is

x′
Ao =

√
kxAo, (16)

p′Ao =
√
kpAo, (17)

V ′
Ao = kVAo. (18)

In the GMCS-CVQKD protocol, the Gaussian attack
has been proven to be optimal [9, 17]. In this situation,
the quantum signal channel is assumed to be linear, as
described by

xB = txAo
+ z, (19)

where t =
√
ηT and z is the normal distributed noise

component with total variance σ2 = ηTξ+N0+Vel. This
implies the relations of the following parameters without
photorefractive effect:

⟨x2
Ao

⟩ = VXAo

⟨xAoxB⟩ =
√

ηTVXAo〈
x2
B

〉
= ηTVXAo

+ ηTξ +N0 + Vel,

(20)
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FIG. 2. Entanglement-based model of GMCS-CVQKD protocol.

xAo
and xB here represent the estimated parameters’

value by Alice and Bob. Furthermore, the relationship
still makes sense under a photorefractive attack. There-
fore, 

⟨x
′

Ao

2
⟩ = V

′

XAo

⟨x
′

Ao
x

′

B⟩ =
√
ηTV

′

XAo〈
x

′

B

2
〉
= ηTV

′

XAo
+ ηTξ +N0 + Vel.

(21)

Here, x
′

Ao
, x

′

B and V
′

XAo
are practical values of param-

eters in the operating CVQKD system. However, for the
evaluation of parameters, legal parties may not realize
the attack and still use xAo

as they think, the relation
becomes

⟨x2
Ao

⟩ = VXAo

⟨xAo
x

′

B⟩ =
√
ηTVXAo〈

x
′

B

2
〉
= ηTVXAo

+ ηTξ +N0 + Vel.

(22)

Therefore, we have√
kηTVxA0

=
√
ηT ′VxA0

, (23)

and

kηTVxA0
+ ηTξ = ηT ′VxA0

+ ηT ′ξ′, (24)

which yields {
T ′ = kT

ξ′ = ξ
k

(
ε′ = ε

k

)
.

(25)

Therefore, the practical transmittance of a one-way
GMCS-CVQKD system under photorefractive effect is k
times of the transmittance without PE. While the excess
noise with PE is one-kth of that without PE.

IV. SECURITY ANALYSIS AND KEY RATE
UNDER PHOTOREFRACTIVE EFFECT

The security analysis and secret key rate (SKR) cal-
culation is implemented referring entanglement-based

model as well. The security proof of one protocol is in
fact proceeded by secret key rate calculation under spe-
cific attacks. Since collective attacks have been proven
to be the most powerful attack in asymptotic conditions
[17–19], a system can be considered as secure if the se-
cure key rate is larger than zero under collective attacks.
Specifically, in the case of reverse reconciliation, the se-
cure key rate can be written as

R = f · (βIAB − χBE), (26)

where f is the repetition frequency of signal pulses,
β ∈ (0, 1) is the reverse reconciliation efficiency, IAB

is the mutual information between Alice and Bob, and
χBE is the maximum amount of information that Eve
can extract from Bob’s key. Without loss of generality,
the following analysis of security mainly concentrates on
homodyne detection.
For IAB , under homodyne detection, it can be calcu-

lated by Shannon’s equation with measurement variance
and the conditional variance of Bob [55] as

IAB =
1

2
log2

VB

VB|A
=

1

2
log2

V + χtot

1 + χtot
, (27)

where VB = ηT (V + χtot) and VB|A = ηT (1 + χtot), χtot

is the total noise referring to the channel input, it can be
expressed as χtot = χline + χhom/T . The total channel-
added noise is further defined as χline = (1+Tϵ)/T−1 =
1/T + ϵ − 1. For the detection-added noise referring to
Bob’s input χhom can be calculated respectively as

χhom = [(1− η) + vel]/η, (28)

where η is the equivalent BS efficiency modeled by the EB
model mentioned before, and vel is the electronic noise
of the detector.
Then, estimating the upper bound of the information

χBE that Eve can obtain is the core of secret key cal-
culation. Under collective attacks, the Holevo bound is
applied to estimate the maximum information Eve can
extract [17, 18, 56, 57], which can be acquired by

χBE =

2∑
i=1

G

(
λi − 1

2

)
−

5∑
i=3

G

(
λi − 1

2

)
, (29)
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here G(x) = (x + 1) log2(x + 1) − x log2 x is the von
Neumann entropy function.

The covariance matrix γAB1
for the state ρAB1

corre-
sponds to the eigenvalues λ1,2, while the covariance ma-
trix γAB1

for the state ρmB

AB1
corresponds to the eigenval-

ues λ3,4,5. The symplectic eigenvalues λ1 and λ2 can be
calculated as

λ1,2 =
1

2

(
A±

√
A2 − 4B

)
, (30)

where

A = V 2(1− 2T ) + 2T + T 2(V + χline)
2, (31)

B = T 2(V χline + 1)2. (32)

Similarly, analyzing the matrix γmB

AFG, eigenvalues λ3

and λ4 can be calculated as follows: γmB

AFG. The eigen-
values are calculated as:

λ3,4 =
1

2

(
C ±

√
C2 − 4D

)
, (33)

where

Chom =
Aχhom + V

√
B + T (V + χline)

T (V + χtot)
, (34)

Dhom =

√
BV +

√
Bχhom

T (V + χtot)
. (35)

Therefore, the final secure key rate of the system can
be calculated by modulation variance VA, transmittance
T , excess noise ϵ, detection efficiency η, and electric noise
vel. The final key rate is a function related to these pa-
rameters and so we can get a law that

• The practical security key rate without light injec-
tion attack K is calculated by: VA, T, ϵ, η, vel

• The practical security key rate with light injection
attack Kp is calculated by: V ′

A, T, ϵ, η, vel

• The estimated security key rate with light injection
attack Ke evaluated by Alice and Bob is calculated
by: VA, T

′, ϵ′, η, vel

The brown and red surfaces are respectively the prac-
tical secret key rate and estimated secret key rate under
a range of transmittance and PE index. Two surfaces
intersect at the yellow dot line, where the PE index is 1.
It is obvious that the practical SKR will be the same as
the estimated SKR in this situation. When k < 1, it can
be seen that the practical SKR is always smaller than the
estimated SKR. In this situation, the performance of the
system is degraded. When k > 1, the practical SKR is
always larger than the estimated SKR. In this situation,
SKR is overestimated, the estimated security key rate
will be larger than the practical security key rate at the
same distance. As well as Alice and Bob will underesti-
mate the excess noise of the system, which means the es-
timated excess noise will be larger than the practical one.

This creates a space for Eve allowing her to introduce ad-
ditional excess noise to the system. Therefore, a security
loophole is created that she can implement extra attacks
like intercept-resend attacks to get the key information.
Besides, it can be found that as k becomes larger, the dif-
ference between practical SKR and estimated SKR gets
larger too. This reflects that the leaking of the secret key
information increases with a higher PE index. Accord-
ing to the above analysis, the optimal choice for Eve is to
control the intensity of the photorefractive effect to keep
the PE index larger than one (k > 1). This also requires
the bias voltage calibrated by users to be with the yellow
region in Fig 1.

FIG. 3. Practical and estimated secret key rate versus trans-
mittance and PE index with 0.2 dB/km fiber loss, f =
300MHz, η = 0.6, vel = 0.01, ε = 0.05, VA = 4, β = 0.95.

Furthermore, Fig 4 shows the simulation results of se-
cret key rate under different excess noise, respectively at
k = 0.8 and k = 1.2. Both of the results indicate that
the gap between practical and estimated SKR becomes
bigger under the same PE index, as the excess noise be-
comes larger. This demonstrates that in the case of a
larger excess noise, when k < 1, Eve can degrade the
communication performance to a greater extent; when
k > 1, Eve can acquire more secret key information.

V. COUNTERMEASURES

A. Attack pattern

Through the security analysis, it is found that the pho-
torefractive effect that occurs on the modulator will open
a security loophole. For Eve, there are different attack
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(a) Secret key rate at k = 0.8. Curves from left to right
respectively correspond to ε = 0.07, 0.05, 0.03.

(b) Secret key rate at k = 1.2. Curves from left to right
respectively correspond to ε = 0.07, 0.05, 0.03.

FIG. 4. Simulation results of secret key rate versus transmittance. Estimated result presented in solid line, practical result
presented in dot line, parameters except excess noise keep unchanged.

patterns to control the photorefractive effect of modula-
tors.

The first way to manipulate the modulator is to inject
the light beam reversely into the modulators by coupling
a laser. As shown in Fig 5, the power of irradiation light
can be adjusted by modulating the laser’s pulse width.
Under this pattern, the intensity of the photorefractive
effect (PE index, k) is determined by irradiation power.
Experiments in Ref.[45] have shown that the irradiation
is even effective at only 3nW . For this reason, Eve can
promise the modulator to be not damaged.

FIG. 5. System diagram of traditional attack strategy

The other way to create the loophole does not need to
break the system. As mentioned, the photorefractive ef-
fect is a continuous process with a relatively long-term re-
sult. Generally, the photorefractive effect can last many
weeks to several months in LN material [40–42, 47, 48].
Therefore, Eve can act as the device supplier. She then
processes the MZM under a specific electric field and ir-
radiation to cause PE. This is done before providing it
to Alice and Bob. The effect remains after the CVQKD
system is established, and so that the loophole will exist
originally in system. This way is more simple in imple-
mentation compared to the first one.

B. Defense strategy

Corresponding to the possible attack patterns, we also
put forward some countermeasures. To fill the loophole,
the direct solution is adding isolators or circulators af-
ter the modulator. However, the effect of isolation can
still be weakened or destroyed under high reverse power.
Besides, the real-time monitoring scheme can also have
an effect. By monitoring the variation of the modula-
tion variance in real-time, Alice and Bob can evaluate
the PE index k at any time. Therefore they can correct
the parameters and get the proper secret key rate. Since
the consequence of the PE loophole is similar to the re-
duced attenuation effect, the monitoring system can be
designed referring to that in Ref.[24] as well.
For the second pattern, the direct solution is to cal-

ibrate the modulators before putting them into service.
However, this cannot fill the loophole perfectly as well.
As time goes by, the recovery of the photorefractive effect
will lead to the transfer function deviations again. The
security loophole will reappear. Similar to the real-time
monitoring system, it is effective to adjust the operat-
ing state of modulators in real-time. Therefore, users
can promise the modulators are always in calibration.
Currently, there is a mature product provided for auto-
matic bias control (eg. iXblue MBC-DG-LAB). These
controllers allow users to lock the operating point of LN
Mach-Zehnder modulators, and to ensure a stable oper-
ation over time and environmental conditions [58]. It is
suggested to use the modulators jointly with this kind of
automatic bias controller.
In long-term consideration, addressing the loophole in

fundamental is preferred rather than just filling the loop-
hole. The ultimate countermeasure is to eliminate the
photorefractive effect. Optical cleaning is a way proposed
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in Ref.[59]. When the LN crystal is raised at approxi-
mately 180◦C, the light beam is able to excite ions to
transfer outside the illuminated region. Then these ions
compensate the electronic space-charge field and the illu-
minated region is cleared. This can significantly enhance
the resistance to PE.

Besides, the large amount of intrinsic defect due to
the lack of lithium or non-stoichiometric structure of LN
crystal is the fundamental reason for the photorefrac-
tive effect [60, 61]. Therefore, doping other elements in
LN can also enhance the resistivity to PE. Until now,
research has shown that the doping of magnesium, zinc,
scandium, indium, hafnium, zirconium, and stannum can
all inhibit the photorefractive effect [62, 63]. Especially
Mg doped LN and Zr doped LN have high PE resistance
and high crystalline quality. In view of this, the manu-
facturers are supposed to produce the modulators with
doped LN devices in the future to completely close this
PE security loophole.

VI. CONCLUSION

In this paper, we explore the photorefractive effect of
LN crystals. Specifically, we studied the model of the
effect and found its impact on LN-based Mach-Zehnder
modulators. The transfer function of the amplitude mod-

ulator is deviated in phase. The intensity of PE k is var-
ious and this related to the parameter estimation of the
one-way GMCS-CVQKD system. The results of security
analysis show that the secret key rate is overestimated
by Alice and Bot, so that a security loophole is created
when k > 1. Eve is able to utilize the loophole to get the
key information by intercept-resend attack. The leakage
of key information is greater with larger system excess
noise. Other than proposing the PE security loophole,
we also put forward countermeasures against it. Com-
munication parties can directly use isolators and calibrate
modulators, or apply the variance real-time monitoring
and automative bias controller. However, in the future,
this security loophole may be closed by optical cleaning
techniques and using doped-LN Mach-Zehnder modula-
tors.
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